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a2 nsdivhauenaniui flénuiomuaiuinveuningdurendmildsuneumne
43 fldderweldidoms lihmindauduosdrgavdegumemuyadmingdu mnanudemeiu
WinanaNuUsEmveldnu
a4 viwdAusazssuumsaumanisn Auden faeduulilildeuiingussasdiiensldnurasuin
whnfu sl uimingau warssuuamsaumerinag WlluRanssududsmlailéumue vie
vildAaenudemeseutn anudsmelag fiatulifeduaufinduyaea Ineldausos
Sulissousaaudomeiiiniy
45 fnsdameeainaeiiiunnsaunusurisny fafulauenndatosdsdnay (Srduenas
QP-PUR-02 msdntianindaw) Tneirglofiduinmasounadnvas (Spec) sumiuimsngay
5. msUSWsTAnseensLIiuasavdng (Software Licensing and Intellectual Property)
5.1 uiwnldlianudidsasemsnsaunistoan ﬁ’qﬁumaw&m%ﬁﬁ@wwfy']ﬁiﬁ”l%awuw%aﬁu%ﬁwﬁ

dvdvs fldnuaunsaveldamldnuminfannudndy warudvninlligldnwinisiadse

U

aa

Waurensuissuladlififedns minfinsanaseunuanuiinguasfindvdng usdviaodndy
anuAndyara flénulsdosiuliavaundiileise
52 winglifinnudiduseddmulusunsuiivenvdenniihelefinied il Wudmnuuszasdnds
Aoledl iiedamavansserdursanldldnumuanummnsay Seiulouienisdadeedradaau
($19Baienens OP-PUR-02 madndiansndan)
6. MITUIMIIANITIRUVASAWWA (IT Infrastructure Management)
6.1 wilimiwens ssuvdemanussnm swiagunssidulavesuismitionissuniu AeliAna
e vieldlumslasnssudeyasanionumeunsdoya donnu sunm viededula dlidnuas
insofiassss priunsosszma nnvang vensenusaustv
6.2 sulivdnensynusuaniiduresuidniteusslsvimansdwielstloniduyana
6.3 Wwnsevinislan ienisdndoya liiresdudery am @us viedsdulaluiriatneszuy
msaunarsuSIvinadauaainaemeisnistas Anu
6.4 sunszyhnssumu e wisvilissuuansauwmavesuTtdamgasin
6.5 vuldssuumsaumavasuidvmiionisaiuguasuRames (Remote) w3esruuasaumansuen
Tngladldsuoygmannielod
6.6 vhansgvhmslag SuidnuasidumsdnaouldiuieiuiriadmuyrraveBuliiesdunsdilan

WioUsslovdlunsidnddoyaviodianislivinensfan

'\2‘\0_1 9\:
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PPS INGOVATION

6.7 wufndsgunsainienseinislafieliimunsaddssuvansaumavasuidnlaolylesueyan
neelen
7. ms$hwanulaendssuuneniinaiiaddng (Server)
7.1 esiimssmassunsinwenulasndusyuuneniameswivisesdiane wazlunsalfinui

fnsldanurdowdgunase parameter TRaUndlU szdausvhnisudlowazinssieanulaeiui

s 4

7.2 Fowudumssman patch isudurasssuunuddy LwaqmiaﬂmﬂuaaiwuashqaﬁﬂLaua
7.3 AITMINNIVIAEDU system software Wertun1ssnwanudasesds wavdsednsawnisldau
Taethludeuntsings wasudsmndnsudly viothgeine
7.4 matwuayeeaiiuiaseulunsimvus uily Wasuutas parameter sasszudliatnedaiay
8. NSUIMSTINISUALNITAIITADUITUULATEUY (network)
8.1 doalsvuuflestuuaranaaaunisynyn (frewall) senitaedetismelusuneuen ioauauns
THufifnunfsuszuuieiatne
8.2 Fawmiunuisszuuiaietie (network diagram) &sliazidusvsunvounietis wazgunssl
fineq wieuusuusdAdutaqiuegee
83 ns@ifiinadifeszuueioteainaiousn Tludnuwaizaeans remote control azdaaiinisaiuny
DEIXTNIIN
8.4 Asfimsnunumsimund parameter Aeq wazdisasrnlietnatioslay 1 ass wananiifled
mswAzuuUa uAlven parameter Foauddlsidadosnausunsunnads
9. nsuiwImsasuulatssuuaauiinmes {Configuration Management)
9.1 easEimsUstfiunanseuilietoreufivsiinsisuntasszuuargunsaineuiages Sniieaas
Tuinasidsuladidutiogtusgens saddeansiifieadosiunsu
9.2 ersdedserfvhisnduuinislénu uasqndosnnuaudvs
10. N9NLNUNTIRYUUsEAVEAMMUBssE UUABNTIWES (Capacity Planning)
101 fFadinsUsediumsldnussuuneuiamesiiddalismh Wesessumsldmulusman
11. mstasiulusunsuluUszasdd (Preventing Malware)
111 Fosdanelusunsudesiunaufuned (Antivirus) ﬁy'am%ammhaLLazLﬂ%‘awaqvﬂ%’qmﬁLﬁ?‘i'amﬁaﬁu
ssuuindetennenr Huudietesiuiueieudionsinyiannssuutesy
112 fmsusulgessuuestulaialidulagiuegiane
113 flnudesfinrfihfauaslvunsibivasasinaonnm nufudediuddaund flinusouds
AAUATEUULELD
wnavnsweunsldareuiunes dauwns vislusunsudunieleq Hennhaudemeng
nindduasuitm

(XY =

115 gldausesfisszislunadalngdldsdn ndud viedsnnivledaiguen fiedesiulida

Y

AsURIARsUTELAY Advance, Malware

AN
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12. (ufintlensasiaaeu (Audit Log)

2 °

121 sesdmuatiinstuiinmainnumasssuupeuiumeiuiieiazieiets duiinnisufifaues

#1%97u (application logs) 1w tTufinn1sideenssuu (login-logout logs) Tufinnsiudsuuuas

U

1

Toua sy wWalselemllunisnsiageau

u

a

122 gedinsiinansnisindsdudingnsg Iiawzyaaaiineitoaini

2

13. wlsvemsafreenuianudilalunmslénussuuasauvaiasaaufinunes
131 davhefemsldnussuuasaune weslinmaneuwimgesmdeansvosesdny
132 Uszmduiuslvianugiieatuuund ol ludneasninanud vistessde luguuuufianunsadila

wazih UL

—\2\;\3@\
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PPS IMHOVATION

a1 w a a ¢ 1
umn 5 ﬂ’]ii‘liﬁﬂulﬂi’aiﬂ’élllW’JLﬁﬂiﬂ’)uQﬂﬂﬁ

(Use of Personal Computer)

IUIE
A o v o8 v o v a 1Y a PN & 1 2 °
diateliillesunsuiamihiivasanusuinveulunsldouieiesrsuiuneidmyana uazdliasi
anuilauszufjifnuetianseesn dwedssiuninensuasdeyaidiivesesdins Willanudu augnses uwazdl

U

aruniosldnuediaue

wuUGUR
1. nslfewily
11 fdeuiiidestuiateudenindduiuidnusulililinueiowdadurinddureslinues
12 ndesneuiameiiosinsounnligld Tdnuduninddursinadng deduilifensldoueados

ARL MBS ag NI UTEANS AR UYDIDIRNT

b
v A a £

1.3 Tsunswitldgnindsnsuuiedssneuiamesustacdns deadulusunsudiesdinslédodvaniun
athagndfosmungmune Fduiudlideaoniusunsusia 4 wasiiluFndauuesosdiui uioudly
o llBulfanilaeiiangmane
1.4 lsleunalifld shnshndauazudludounadusunslusismeufamesduyanavetesdns
15 Aoumsifaudetufinnanise q msfinisesndeuienhdalnelusunsutestulda
16 laiegaie Short-cut wifevanadieun Desktop Midaudelyfedoyaddauaidng
1.7 udlildnuimindautesssuumsaunasineg Wlfluanssudvidnlaildfmue vievhlviAe
Arudemeseuiin arudselagiiieduldiedumuisdiuyanas Taodliaudesiuinseu
seandemeiiaty
2. mimuaumMsdfssuudJuEnig
21 {ldmsimundsgldan (User name) wavsviaru (Password) lun1sssuudfifins
22 amnsldeulusunsuinegenin (Screen Saven) iislsvimsiernthaeidlolifinisldnu
3. wwnaUuETunislgsariiu

w @

3.1 Jlfendiudilunistestu qua SnudeyadnyTedldanu (Usemame) wagswariiu (Password)

U

o v o

vownu Tnokdazaudoilvaddogldnurasaues wildsmduddu sudaiuviansmesuns
wandny viderlvieBuseyaviain

32 fldnuasfsimhiliAnarudseads Tevsiaiuinasussneuseidnusuauiuias uaed
avugMlsitesnit 6 &

33 Eﬂ%\ﬂuﬁaﬁuﬁm*vawi@msﬂixﬁ'lﬁLﬁmmﬁzy%maa;ﬂﬁmu (Username) wosau laidnsnseiriiuay

deandldauvielifian

Q\qu
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BPS MNOVATION

4. astlosfunnivsunsugardlifisusyass (Malware)

4.1 fldarsasraaeumbiiasindesna 9 1y Flash Drive uag Data Storage 8u 9 nowhuildau

FuAULASDIRaNRNDS

a2 fldaudesiisszNhiauariusunsuldussasdfinaaia sunudloviuddaund didnusomd

Y
AALATEUULALD

43 Fldoufosieseidunalalndiligdnamndud uiedwnivlednisuen Wedestulada

AoURIRINNUTENY

"v.2"\ v\g:jy
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[PPS] ) o 21 P2 P3

PPS INNGVATION

d' )73 a & =
unil 6 nslduaanunedidnnsaiing

(Use of Electronic Mail)

ngUszHIA

(Y

asldnuaavaedidnnsedndniussuuiniounevesasdns Jeidasdadldanuddguasasemings

h!)

Hymitifaduainmsléuiniseamuedidnmseinduuaiotedumeiide fldasdoadnlanginmeisie 4 Hdqua
szuuAsereld Wasdindvs viensevinisle q Mavadelam vislimswngaueinnedd uavazdonjUa
auduzhvesauasyuuaietiseginatande anilinsldnuanmunedidnnseiindiusruuenioteduly

ataUannunaziivsednsnm

WU
1 wwwnafoilunsdessnmnedidnnseiind
11 dwiuldnelndegldsusiminedusn (Default Password) efimmdngssuuluadusndu szuu
ssfpsdinstaiuliAsusimulaeiud
12 Fldldmsdarnislilusunsutan drsasudiuyanadnluli (Save Password) Ueasz IRy
dudnnseiind
13 Flimssediaseitlunisidannnedidnmsednd WeliliAnmudemesessdnsuioasdindedng
visaismmnihaaieldu viielangmne videazisladasss uazliumanustlend vieounn

14

Tdunmmmatsgloniludeagsia minnsliamnediannseiindinseuunietnevesasing

@

14 §lilimslidegevmnedidnnselind (e-mail address) veufduiiesusudsionnu snifuusas
IesunsBusenaniwedld uagliolidwewanmnedidnnsednddufiuiinveusenisldau
e 9 luammunedidnnselinduonu

1.5 fldmsliieganmnediomseindvesesdng Wemsvinuvesesdnswiniy

1.6 flilimslidomuitlignmnietudammunsdidnvsednddlimngan visteyasusiaviliibe
Teiduswosnding

1.7 Tunsdiiidemsdstoyaiidunudu limsszyauddgresieyasduidosavunedidnnseting

1.8 cﬂ‘i’fmsauawmaﬁLﬁnmaﬁﬂéﬁ'"l,:iﬁaqmsaaﬂmﬂ‘szumﬁaam‘tﬁuWmmﬂ%ﬁaﬁiwmwmEJ
dudnnsadnd

=3

1.9 Q‘lﬁifmsmnﬁamaﬂaﬁLLuumnﬂwuwaé‘Laﬂwsaﬁﬂﬁdauv‘hmﬂﬂﬂ i danodennvuny

{ a1

Banvsaiindwioderudlisuaniiegiidesmdeinaslivaonsiy

-\Z'\g\e :?g,
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unfl 7 nsasasdoyauarszuunaunangs

(Backup)

Tnguszaed
ieliidoyauazszuuaouiawaidmiunisldauldattdaiios Tussliviaiw uagiiunnaidens

(avaitability risk)

RIMTRNT
1. msdsesioya

11 dedsestoyadiAyn1egsie smislusunsusruudUanis (Operating System) Tusunsal

o o

szuunuaeuRIaes (Application System) wasgaadafildlunisvihauldasuiiou Iramnsanses

v oa 173 o I3

Tdnuldegnsriailios Inefinsdrsesdoyasvuu loun seuu HR, ssuulnyd, Teyadiud, ssuu PPS

v
Drive Fsagvhmsdrseseyastiadauduamios 1 A3

1) S¥UU HR

o as

yhnsdrsesteyadnludBuuu Snapshot Fuluiivliuu Cloud Storage

Y
2) szuulnd
Mnnsdrsesdayadnludfuuy Snapshot Fuluifuliuu Cloud Storage

3) dwa

& ar

dnglefiagyimsdrsesdeyavesminaufiateentilugunsaldaiiudoya (External Storage)
Mevdsnindnanuiuanwedl 1 wau AsunagyinmsautyiBudoanainaguy

4) SgUU PPS Drive

[y Y

ynnsdsesteyadnlud@uuy Snapshot duldifiulivu Cloud Storage

u

2
(Y a oo Qs

1.2 msiduneunseiSufoRlunisdrsesdoyaiieluuuimeliuiiufofau

2. m3thseinem

'
a =

2.1 domsussindamsvhanuvenunsaifndidny Wilussansamddlumsvhanuegiae

-\7'\ni~?kj
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nau

551 €) 1 P2 P3

=] ar = = a ¢
unn 8 ﬂ'liﬂ')Uﬂlm']iW@llu’] Mii)LLf’ﬂ‘UL‘lJﬁEJULLiJm‘szUUMUﬂ‘EJ:J‘W'JW)E)%

(Change Management)

'S
ICENA

Weldszuurursufiamesilasunswaun viaudludsuudas dn1sUseianafigndosnsudiuuas

Wulumueusssmsvesdldau Fadunisasainuidsdny integrity risk

WU UR

1.

mir‘imuﬂ%umaumsﬂﬁﬁﬁmu

11 fduseundeisufoRlumeian wily viandsusassuunudumednunidnes

12 deansreemiduaduseuliglian wisyansfiisdesiunsu wieuremuaulidnnsdfiia
saadimsfamuetisdeiias

nseuALNIIWRLY Wiawdly Wasuudasssuy

21 Fesfimadameliimunsyuuediaduaednualines uaglduoyiangisunaving wu sandh
dunuiifeswe shwthiheled

msuszluauiulylsvedasanis

3.1 Fesdimsdavieutszinunoudusilassnsiave WeussifiuduvuuasUszifiuauduelunisamu

3.2 ﬁﬂ’ﬁtmisuuﬁﬁa;i'lumamﬁmmsamauauawia requirement 1¢! Lﬁaﬂiuﬁmﬂ%’amﬁaummﬁmﬂ'ﬂ
sewhemsiaundwes funistendasneifeguduldny

nsUURNURSEUY

41 devsnpeuinmesilddmiudiuruiniuszuy (Development Environment) aanaingauii
1437ua3 (Production Environment) wagrauaylitinisiifaomediiededuisagdauindu

42 aszminfeszuuinumenutasady (Security) waziafivsnwamshauresssuud s Suduresns
Wouun vidensunlonAsundas

ANSNAFOUTLUY

5.1 fisewouawinglef sukeldansuiifuides deddwsulunmsvasoussuuiiiann vioviims
wasuuauAle Iinsviaufifiussdniam fnsussutanaiigndes asudiu uazessun
Fosmsneuldnusia

nsloufessuuiieldauats azdowmsaaounisloudelifinugnsies

NINAEDUNAINITIEIU (Post-Implementation Test)

7.1 eatualifinnameaousyuuiiiam iewdsuuas wily ndsanddnsldouluudasesenil
weliilainmevieoudussaninm msUsznanagnses asuiu uasidulusurudaanisves
Al

nsfeasnaldsuudas

8.1 wesdeasmsibrusdassruulidiinentaslasunstuediamie ielimaunsaldnuldedngndes

F\Z‘lﬂ;‘jh
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PPS IKNOVATION

unil 9 msaduaNNsUjURMUUsEIduARuRInR S

(Computer Operation)

g
IUE9A

wiglidnnsldissuurenfinmeslietignies deillos uarliussdniam duumndunisaiuau Thud

msAemumsviaurasssuuasuiamed n133an 3ty uarnsmuaumsiavhenu Fadunisanmnudes

iU integrity risk waz avaitability risk

WUIUHUR

1.

nsauAuNsUfURMuUsERdueeuinnes

v & = & Y ¢

1 dedfitussuniadSufjiinulususegfidwyduaednualdnes (Manual) waduwumsliun

—_

WimshiiufdRanu (Computer Operation) wardfuusstunaunieBUTRTHTuTgtuediaus
NSARANUNTTINLVDITEUUABLUADT

2.1 fosRanindseansnimnisiaueesssuuasuiamasiddnlvaunsavinanulsateasaiianasd

<

a

UszAvsam iolddudoyalumsuszdiuaussanmeasszuy
22 mrthudnwnssuursuRunes wazgunialineegluanming uasndeultauegiaue

ngIRnsUsynsiag

3.1 desmuaiinifuasiuiiaveuTumsuiledgmedsdaau suwiseemednselunsiinddym

W/ N
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PPS INNTVATION

unil 10 nsmavaun1slduinsdnunelulagansaumaainglivinsmedu

o

nQUILEA

(IT Outsourcing)

e lrusnlduimeiunumaluladasauwannglivinismeduldesalvssdniam iuihwdede

wavausaRIUANAINIETINEIdals Wy Anadsaieaiunsiintisleya (access risk) muAgARgIiUAIIY

gnias asudiuvesdoya uayn13UseaNaNaTaITEUUNY (integrity risk) flonatinduainnisatiuauvesy

Tiusnns Wudu

WG U

1. nsfadengliuinig

1.1

1.2

13

fnstmusnaeiluntsdaiendliuinis uazdadendlivimsilidureunsujifauisevasy

u

e

fanuuaziiuihindeda il

1) eilademmduresdeyavendsnigliuing Outsource azdnda

2 aanduusenid fanudiuiguazduszaunisallunisliusnisdu Outsource 7
WINIFINEINA

3) ms@nnsaesgliuinisdiu Outsource asaiunuFassaaidor

4) seezalumslduinigdu Outsource

5) algarslunisiduinnsanu Outsource

=i I=

gy i @ o o 1y L. a
ﬂ?‘iuatyﬁyﬂi/lisULﬂEJ’JﬂUﬂ’]iiﬂE’]ﬂ’J’maU‘UEN‘ZJamua (data conﬂdentlallty) LLaS?JaULTJWﬂ']uLLESNBUVL‘U

]

MIWU3N13 (service level agreement) BE19TRLY

msfarsaniteultlumssnidndy mnfansdiifarudwluidessndnnislduins

2. MR TUING

2.1

22

23

24
25

IT Policy —

Ao nue vitminv Project Leader / Project Manager Wi a3 Ula®ay ATUAN WAZAARINATS
Antuanu
nsdifilduInsdunsfmunszuvY fvusalig rusnsanialaamedi ATl miunsitann
38UUU (Develop Environment) wintiu

d o & v v o PRy P . R v o o
wnfinnudndudssdrdsdnildnuais (Production Environment) fosdin1sauguionsivaoy
msliuimsvasliusnsedraudunn dwaliiulainlulusmuveunildimunld

1 nsdifigliuinmsufianthifu3ey (Onsite Service) A minAuSevauauguan1 s

U

£

YRR iIUINNSeENanNaTn

U

;
o al =i

2) nsdmdunsliuinisludneme Remote Access WL MU U EVASI9dDUNTVINUADS
flusnsednsaziden warlanadeurerufiinisliuinisiadady
mastmusbigiuinssenumsudfen Jywiene uasuummaudludusyey
aliglamsdavheiionisufiau uanenansiiaates sauﬁaﬁmsﬂ%ﬂ‘gﬂﬁﬁuaﬁaagjLa:ua
Lomdy
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unil 11 Wleurwn1sasvgdaunazUseiliunnuaeaauasaumned

Tngusead
Wolduseny dnsesiasunazlsediuaudsssuansauma dmsudusuinisdunsdesty wazan

szriuanudesiionaintu Ivegluseiuiivauduld

wuIGUR
1. anasiedeudayUsziiumnudes (Risk Assessment)
11 SnsasegeunazUssdiumnudainuansaundogndentiast ads Tnsussduddontafinndes
FussaumARziaLerRensudensUiTRNuaznsdiugsin Weruuamdunisdens
12 fvuenundlunsdanis euey wazdesfurnuidsaduansaumeiivnnzauuas aonad ety
naUsziiurudes elinnudssiivdoagluseduiiven fuls
13 fimsaseaouuarUssiliumnudedngdnnaasumelusedns (ntemal Audit) w3agnsivaauain
9afnTABYBN (External Audit) italWaadnslinsiuisseduaudowazanuiunauaanfovsg
FEUUATAUNA
2. wumislunsasndeuuarUssifiurundes (Risk Management)
21 fmsmumunsruIumsuSmsanudes egretieellay 1 ads
22 dnsnumudlsvissasanasmstunisshmeuiursUasadosunaluladansauna aghadas
Yaz 1 ads
23 fnsesaedeuasdsadiurudes waslidninenunioudoiavouuy IR UIMTRITTEy

= o = [ as v a va
ATEBUURY NIMUALININITUIUUR wazudsligiAedamsm Lwauﬂﬂﬂgw

u

o
@ o

24 fuminislunisnsisdszdiussuuansaune dadl
1) Awuedvlifrneseuiansidinfdeyaieensnaeuldludnvazswudeyaldediadin
2) msiivasafedmiunsoygelifanaaeudinsoyaidoudetudinlg
3) fnsaheduundmiuioya Wwelvgnsnaeuldnu uasvhareseauiiuiiinsasouais vie
Fauhulilaefinsdasiueeedany

!
i

4)  FBmsiivaeadsdmivnsiiundnguildsedalunisnsivaey

[

5 Awualidinsssywavdnasininensidndudedilunmsaaeussuuasaune

@

6) dnstuiindeys Log LﬁaLLﬁﬂﬂadﬂ’]iL‘ﬁ’lﬁd%@gja %ﬁs’mﬁﬁmtazLaawﬁLﬁwﬁq%’amuaiuizuuﬁﬂﬂm
$199)
7 wdesflefllunmsanassussuuiimmadaslisunistesiulunadf uagaruau aialidn
Tanldfamezgilifodaainiu
3. ASRRMILLAEUTILAILEE (Risk Monitoring)
31 Amuelifinszuaunsfanuenudsiumeluladasaumeegwieidos uasnuniuemdeds

aeflusziuianiule

\2’\ ﬂg:?b
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